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Digital Signatures in Adobe Acrobat X Pro

Setting Up a Digital Signature

Open Adobe Acrobat X Pro.
Click on the Tools menu in the upper right corner.
Click on “Sign & Certify.”

Click on “More Sign & Certify.”
Click on “Security Settings.” This will open a dialogue box title “Security Settings.”
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Digital Signatures in Adobe Acrobat X Pro

6. In the dialogue box, on the left side bar, click “Digital IDs.”
7. Click the “Add ID” button at the top of the screen. This will open a new dialogue box.

18) ns E— p N\ Security Settings
(l Digital IDs ) ¥ | Add ID ) Usage Options = | - Certificate Details EBport @ Refresh Rem
Adobe chvﬂe::h“ 'Wn-lssuef Storage Expires
—
Manage My Digital IDs

This is a list of the digital IDs that are available for your use on this computer. Digital IDs are
private and should not be shared. They are used when you create a digital signature or when
you decrypt documents that are encrypted for you using Certificate Security.

Each digital ID has a corresponding public certificate which contains identifying information
about you and which you can share with others. This certificate is used by others to encrypt
documents for you, or to validate your digital signatres. Select one of the entries above and
click Certificate Details to view information from your certificate. Use Export to share your
certificate with others.

Use Set Default to set or clear which digital ID is used by default when you sign or encrypt
documents, Tlse Add ID ta add a new digital TD or to find an existine digital TD and add it o

| ..Cl.ﬁse._

8. Select “A new digital ID | want to create now” and click “Next.”

, Add Digital ID

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID
using:

() My existing digital ID from:
=) A file
A roaming digital ID accessed via a server

A device connected to this computer

@digilal ID | want to c@

| Cancel < Back - Next >
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9. Complete the requested information.

10. For Key Algorithm, select “1024-bit RSA.”

11. For Use digital ID for, select “Digital Signatures and Data Encryption.”
12. Click “Next.”

Add Digital ID
Cler your identity information to be used when generating the self-signed certiﬁlD
—_— —_———
Name (e.g. John Smith): | Mark Alak
Organizational Unit: |
Organization Name: [
Email Address: |
Country/Region: | US - UNITED STATES :
|| Enable Unicode Suppert \
Key Al 1 | 1024-bit RSA s

Use digkal ID for: | Digital Signatures and Data Encryption ~ >

|_Cam:e| | [ <Bar_k_|

13. Choose where you would like to store your password settings.
14. Create a password for your signature.

~ Add Digital- D

Enter a file location and password for your new digital ID file. You will need the password
when you use the digital ID to sign or decrypt documents. You should make a note of the file
location so that you can copy this file for backup or other purposes. You can later change
options for this file using the Security Settings dialeg.

File Name:

.NONAME:MarkAIahanza.plz 1 | Browse...

Password:

| J
[ [ [ e

Confirm Password:

| Cancel | < Back | E:-Flﬂlshq

15. Select “Finish” and close the Security Settings dialogue box.
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Customizing a Digital Signature

You can customize what information is shown and how your name is displayed in your signature. You will need a
PDF with a signature field to customize your signature.

1. Open an Adobe document with a signature field and click on the Signature Field. This will open a “Sign
Document” dialogue box.
2. Inthe “Appearance” drop down menu, select “Create New Appearance.”

Sign Document

Sign As: | Mark Alabanza <malabanza@csumb.edu> :] k3

Password:

Certificate Issuer: Mark Alabanza

Appearan

Mark o

Montersy Bay, Mmml;r

Personnal,

BAlabanza e eeem—ss

Date: 2016.06.01 14:33:38 -08'00

[ Cancel |
3. Configure Graphics allows you to include graphics such as logos, pictures, or even handwritten
signatures. (If you would like a handwritten signature, you must have a previously scanned image of your

signature saved to your computer.) In the “Configure Signature Appearance” dialogue box, select
“Imported Graphic” and click “File”.

Configure Signature Appearance

Title: ||

Preview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2016.06.01 14:34:01 -08'00"'

ure Graphic

Show: @ No graphic Import Graphic from:

_/ Imported graphic File

_) Name

Configure Text

Show: # Name # Location o Distinguished name # Logo
@ Date @ Reason @ Labels

Text Properties

Text Direction: (=) Auto () Left to right -_'nght to left
Digits: | 0123456789 s

| Cancel | [E
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4. Click on “Browse” and find the file you would like to use for the graphic. Highlight the file and click on

“Select.”
Select Picture _ —
File: Browse...
Sample

[ cancel | oK

|
i

Note: Adobe automatically restricts file searches to .pdf. If your file is not in .pdf, use the dropdown menu to

select the format of your file.

0006 Open
(<> ][22 = [l i [ = v | [ G Adobe sli(Q
FAVORITES IR ¢ Create Adob...natures.pdf
‘r;; All My Files | > Department ID List.xlsx Create Digi.t...x (Mac).docx
Isx (] HRIT - Create Digit...t Pro X.docx
@ Desktop » [ Letterhead & Logos - & Create Digit...at Pro X.pdf
s} alab8317 ~ [ Maps ~ % Create Digit...eader XI.pdf
V‘\: Applications [* (] Processes & Projects & CSUMB Addi...- Signed.pdf
r G TB- AP » | Signature.pdf
[1 Documents f
SHARED pdf
=l I.Li:“";n A N 3D Files
mydocs.. & ; BMP
N Compuserve GIF
S AlL.. Lo HTML
DEVICES JPEG
JPEG2000
| Multimedia I
shov  px ]
. PICT files
PNG | Cancel | Select
PostScript/EPS
Text
TIFF
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5. The image should populate in another dialogue box. Click “OK” to continue.

Select Picture

File:  fesumbinfo/Academic Personnel /Private/Mark's Fil | Browse... |

4/M V. Mlr—

1 out of 1 images

| Cancel [ ok I

Sample

6. Using the “Configure Text” options, you can customize how your digital signature will appear. The “Text
Properties” allows you to customize the direction of the text as well as how digits will appear.

Configure Signature Appearance

Title: ||

Preview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2016.06.01 14:34:01 -08'00"

Configure Graphic
Show: (3) No graphic Import Graphic from:

File...

\_J Imported graphi

Gnfigure Text
Show: (f Name (o Location (¥ Distinguished name
EZ Date @ Reason [z Labels

Text Properties

Text Direction: (=) Auto () Leftto right () Right to left

Digits: | 0123456789 +

| Cancel

7. After selecting a graphic and the options you would like to display on your signature, click “OK” to save
the new signature.
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Sighing a document

1. Click on the signature field and the “Sign Document” dialogue box will open.
2. Select your digital ID from the “Sign As” Drop down menu, enter your signature password, and select the
type of appearance for your signature.

| Mark Alabanza <malabanza@csumb.edu> =

Appearanci Standard Text +)

Digitally signed by Mark Alabanza

M a rk m_ﬂ?s'm lk;wrm

Monterey Bay, ou=Univeraity @

Personnel,

Alabanza zimemem-

Date: 2016.06.01 14:42:12 -08'00

Certificate Issuer: Ma

Cancel | Sign

3. Click “Sign.”

4. Once you click “Sign”, Adobe will automatically prompt you to save your document. For your digital
signature to take effect, you MUST save the file. You can save the file under the original file name and
replace the unsigned version or choose a new file name to have both signed and unsigned versions of
the document.

5. Your document has now been electronically signed.

Digitally signed by Mark Alabanza

Mark Alabanza &isrmsmns
University Personnel Signature
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Sending Your Digital ID

Once you have digitally signed your document, the receiver will need your digital ID to verify the signature.

agrONE

Open Adobe Acrobat X Pro.

Click on the Tools menu in the upper right corner.

Click on “Sign & Certify.”

Click on “More Sign & Certify.”

Click on “Security Settings”. This will open a dialogue box title “Security Settings.”

[ |
o :
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B~
+ Pages
» Content
UNIVERSITY PERSONNEL > Forms
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}mﬂﬁﬂﬂ\
. (. sign & Certify)
‘orm
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6. Inthe “Security Settings” dialogue box, highlight your digital ID and click on “Export” at the top of the box.

OB, Securitv. Settings
»  Digital IDs L‘;mn D / Usage Ogtins = ? Certificate Deu( ¥ Expont :_»ulmn &) Remove ID
Time Stamp Servers

| Issuer Storage Expi

Name
Adabe LiveCycle Rights T L T

Close

7. Unless you have Adobe connected to your email, select “Save the Data to a File” to save the file in a
location you will be able to easily find and click “Next.”

Data Exchange File - Export Options

You have chosen to export the following data:
My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created by you and to encrypt documents
for you. Exporting your certificate does not export your private key.

Export Options

Select whether you want to save the data to a file or share it via email:
Ut Tosageone
@ Save the data to a file

8. Email the file as an attachment to the person who needs to verify your signature.

.C.ance.l Next

®00 | NO NAME
(<[> s oo mi | (2| (=~ (Q
Back View Action Arrange Quick Look Search
FAVORITES lame Date Modified Size Kind
= ,
% All My Files = CertExch.ar.lgeM-arkAlaba.nzaZ.fdf Today 3:45 PM 1KB A(.inbe.
) Today 2:58 PM 8.6 MB Micro..
< Airdrop 7 Create Digital Sign...Acrobat Pro X.docx May 3, 2016 4:52 PM 8.5MB  Micro..
E Desktop w CSUMB Additional...- Mac Signature.pdf Today 3:42 PM 111 KB Portab,
ﬁj alab8317 | MarkAlabanza.p12 Today 3:32 PM 2 KB perso..
KIA\; Applications J Mark\.f‘_AIabanza.pfx - Mar 9, 2016 2:17 PM 2 KB perso..
SanDiskSecureAccessV2_win.exe Oct 9, 2013 2:04 PM 7.4 MB Docum
[} Documents » [ SanDiskSecureAccessV2.0 Oct 10, 2013 2:54 PM - Folder
GIRRED | Screen Shot 2016-06-01 at 3.19.52 PM Today 3:20 PM 268KB  Portab.
csumbi... &
=) mydocs... &
54 AllL..
DEVICES
] M023-11...

() Remote Disc

[} NoONAME o SRS

9 items, 7.97 GB available
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Importing a Digital ID

If you have a document that has been digitally signed and you need to verify the signature, the person who signed
the document will need to send you their digital ID (see above instructions). Once you have received their digital
ID, you will need to import it.

1. Download the attachment from the email and locate it on your computer.

®e0e __| NO NAME
<> A = = © Q ) )
Back View _mn_% Quick Look Search
FAVORITES _ Name ¢ Date Modified Size Kind
=1 All My Files ~ CertExchangeMarkAlabanza2.fdf Today 3:45 PM 1KB Adobe,
. ifai i ac) Today 2:58 PM 8.6 MB Micro..
© Airbrop 7| Create Digital Sign...Acrobat Pro X.docx May 3, 2016 4:52 PM 8.5MB  Micro..
Desktop w CSUMB Additional...- Mac Signature.pdf Today 3:42 PM 111 KB Portab.
@ alab8317 | MarkAlabanza.p12 Today 3:32 PM 2 KB perso..
A e | MarkV_Alabanza.pfx Mar 9, 2016 2:17 PM 2 KB perso..
#N Applications 4 - i
SanDiskSecureAccessV2_win.exe Oct 9, 2013 2:04 PM 7.4 MB Docum
[} Documents » [ SanDiskSecureAccessV2.0 Oct 10, 2013 2:54 PM - Folder
SHARED ~ Screen Shot 2016-06-01 at 3.19.52 PM Today 3:20 PM 268 KB Portab.
(] csumbi... &
=) mydocs... &
52 All..
DEVICES
[ mM023-11...
() Remote Disc
1) Nonave = IR

9 items, 7.97 GB available

2. Open the file in Adobe Acrobat Pro (if it is not already set as the default program).

‘@006 _ NO NAME
<> H = CNERRER o) Q B
Back View Action Arrange Quick Look Search

FAVORITES 4 Date Modified Size
= All My Files . ’ —
o Create £ o %
@ AirDrop e Open With [~ Adobe Acrobat Pro (default)
(] Desktop “' CSUMB,  Move to Trash 5
{2} alab8317 1 MarkAlg T Other...
#\ Applications ) Markvg “ . oy
¥ |~ sanDisk Compress “CertExchangeMarkAlabanza2.fdf 7.4 MB
[ Documents » (1 SsanDisk  Burn “CertExchangeMarkAlabanza2.fdf” to Disc... e
SHARED " screent Duplicate 268 KB
@ csumbi... & Make Alias
Quick Look “CertExchangeMarkAlabanza2.fdf”
[©) mydocs... &
LAl Copy “CertExchangeMarkAlabanza2 .fdf"
DEVICES Show View Options
£ M023-11... Label:
@RemoteDisc X asuesses

M | _ NO NAME »

New Email With Attachment
Open File in TextWrangler
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Digital Signatures in Adobe Acrobat X Pro
3. This will open the “Data Exchange File — Import Contact” dialogue box. Select “Set Contact Trust.”

Data Exchange File - Import Contact ]

¥ou have opened an Acrobat FDF Data Exchange File containing the following data:
Contact Information

Sender

Name: Mark Alabanza

Email Address:

Add Certificate to List of Trusted Identities
This file contains Contact information for the sender. Click Set Contact Trust to set

options on how to include this Contact in your list of trusted identities. Contact
information includes certificates that, once trusted, can be used to validate signatures

from and encrypt documents for the associated Contact.

Close

4. Check the box next to “Use this certificate as a trusted root.”
5. Click “OK.”

Import Contact Settings

Certificate Details

Subject: Mark Alabanza <malabanza@csumb.edu>
Issuer: Mark Alabanza <malabanza@csumb.edu>

Usage: Sign transaction, Encrypt document
Expiration: 6/1/21 3:32:57 PM

E!gg! Policy Restrictions A

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
Dl BT Pero TrebeMe ] trust anchor.

‘e
[g Use this certificate as a trusted root
= e validation succeed certificate for:
Ul Signed documents or data
|_| Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file
access, etc.)

| Certificate Details... |

| Help

Cancel | OK I

University Personnel

Page 11 of 12
06/02/16



Digital Signatures in Adobe Acrobat X Pro
6. A dialogue box will come up to let you know that the import was successful.

Import Complete

Import detajls:
e .

Importing Contact 'Mark Alabanza' succeeded.
1 certificate(s) imported and added to 'Mark Alabanza'.

T .

7. Click “OK” to complete the import.

8. If completed correctly, when you open the document with the signature, the message at the top of the
signed document will state, “Signed and all signatures valid.”

® Acrobat File Edit View Window Help
® 00 & CSUI

Beaare - | B O | @820 G
L e [N & | (=) @ | 165% [ ~] |

/7 ! \

Signed and all signatures are valid. Plgase fill out the following form. If you are a form author

9. If you do not have this message, then you have not validated one or more signatures on the form.

@& Acrobat File Edit View Window Help
800

@I‘Zrﬁzatﬁzﬂr ‘@ = %| oM EFENE
1 |/ 1 | I & |— -|- 165% | ~ ‘

E—

@/"";]\ At least one signature has problems. )Please fill ourt the following form. If you ar
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