Digital Signatures in Adobe Acrobat X Pro

Click on “Sign & Certify”.
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Setting Up a Digital Signature

Open Adobe Acrobat X Pro.
Click on the Tools menu in the upper left corner.

Click on “More Sign & Certify”.
Click on “Security Settings”. This will open a dialogue box title “Security Settings”.
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6.

Digital Signatures in Adobe Acrobat X Pro

In the dialogue box, on the left side bar, click “Digital IDs”.

7. Click the “Add ID” button at the top of the screen. This will open a new dialogue box.

Digital IDs " Usage Options ~ Il'_"":erti."i-:aie Details “ Export e Refresh ll RemovelD
Directo S
. Issuer Storage Mechanism
Time Stamp Servers |
Adobe LiveCycle Rights Manag
< 1 +
]

Manage My Digital IDs

li This is a list of the digital IDs that are available for your use on this computer. Digital IDs
are private and should not be shared. They are used when you create a digital signature or
when you decrypt documents that are encrypted for vou using Certificate Security.

Each digital ID has a corresponding public certificate which contains identifying information
about you and which vou can share with others. This certificate is used by others to encrypt
documents for you, or to validate your digital signatures. Select one of the entries above
and click Certificate Details to view information from vour certificate. Use Export to
share your certificate with others.

m

Use Set Default to set or clear which digital ID is used by default when you sign or encrypt
documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it
to this view. Use Remove ID to permanently remove a digital ID from this list and .

wherever it is stored. o

8. Select “A new digital ID | want to create now” and click “Next".

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID accessed via a server

A device connected to this computer

@ digital ID I want to creaE
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Digital Signatures in Adobe Acrobat X Pro

9. For Windows machines, select “Windows Certificate Store” or for Mac machines, select New PKSC#12
digital ID file. (Mac machines will require a password when creating a signature and signing documents.

Windows machines will use the password validated from the Windows login.)

Where would you like to store your self-signed digital ID?
() New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKC5#12 format.
Thls common dlgltal 1D file format is supported by maost security software applications,
sisly browsers, PKCS#12 files have a .pfx or .pl2 file extension,

@ Windows Certificate Store

ar o will be stored in the Windows Certificate Store where it will also be available
to ether Windows applications. The digital ID will be protected by your Windows login,

< Back ]I Mext » I

10. Complete the requested information.
11. For Key Algorithm, select “1024-bit RSA”.
12. For Use digital ID for, select “Digital Signatures and Data Encryption”.

Add Digital ID

Enter your identity infermation to be used when generating the self-signed certificate,

Mame (e.g. John Smith): ||7
Organizational Unit: li
Organization Mame: l—

Email Address: li

Country/Region: ’ US - UNITED STATES vl
[] Enable Unicode Sup \
Key pfGorithm: | 1024-bit RSA -|
Use di 3 ’D‘igital Signatures and Data Encryption v]/ >

| <Back | [ Finisn |

13. Select “Finish” and close the Security Settings dialogue box.

University Personnel
05/03/16



Digital Signatures in Adobe Acrobat X Pro

Customizing a Digital Signature

You can customize what information is shown and how your name is displayed in your signature. You will need a
PDF with a signature field to customize your signature.

1. Open an Adobe document with a signature field and click on the Signature Field. This will open a “Sign
Document” dialogue box.

2. Inthe “Appearance” drop down menu, select “Create New Appearance”.

Sign As: l Mark V. Alabanza

- @
Certificate Issuer: Mark V. Alabanza

Appearance: | Standard Text -

Standard Text
Digitally signed

Mal’k V Eiii; a”"SSignature
Alabanza ==

Date: 2016.04.28 10:11:02 -07'00"

[ sign || Cancel |

3. Using the “Configure Text” options, you can customize how your digital signature will appear. This will
also allow you to choose if you would like the text on the right or left of the signature field.

Preview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2016.04.27 15:39:19 -07'00'

Configure Graphic

Show: @ No graphic Import Graphic from:
() Imported hi .
*) Imported graphic e
() Name

Show: [¥] Name [¥] Location Distinguished name Logo
Date Reason Labels
Text Properties
ext Direction: @ Auto () Left to right () Right to left

Digits:

oK ] [ Cancel
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Digital Signatures in Adobe Acrobat X Pro

Configure Graphics allows you to include graphics such as logos, pictures, or even handwritten signatures. (If
you would like a handwritten signature, you must have a previously scanned image of your signature saved to

your computer.)

4. In the “Sign Document” dialogue box, select “Imported Graphic” under the “Configure Graphic” section

and click “File”.

Title: |

l Preview

Digitally signed by your common
name here

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2016.04.27 15:52:49 -07'00'

Configure Graphic

T No graphic Import Graphi

@ i
@) Imported graphic

) Name

Configure Text
Show: [/ Name [¥] Location [¥] Distinguished name [V Logo
Date Reason Labels

Text Properties
Text Direction: @ Auto () Left to right () Right to left

Digits: | 0123456789 =

[ ok || concel |

5. Click on “Browse” and select the file you would like to use for the graphic.

Select Picture

Cancel
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Digital Signatures in Adobe Acrobat X Pro

Note: Adobe automatically restricts file searches to .pdf. If your file is not in .pdf, use the dropdown menu to
select the format of your file.

- ] E T -_—
L Open -
'7-\' Q) | .. » Computer » alab8317 (\wmydocs.csumb.edutusers) (1) » Adobe -
Organize « New folder
M Deskiop «  Name : Dete modified Type Size
4 Downloads - . ; :
N [&] Create Adobe Signatures.pdf 3/9/2016 2:19 PM PDF File 908 K Acrobat PDF Files (*.pdf)
1=l Recent Places . § n .
] Create Digital Signature - Acrobat Pro X...  4/28/2016 3:02PM  PDF File 1,112 ¥I3D Files (*.u3d,” prc)
. . . . Autodesk AutoCAD (*.dwg,*.dwt,*.cbef, " dwf,*.dst)
[ - 128/ 30 2
B Desktop =] CSUMB Additional Employment Pre-App... 4/28/2016 10:30 AM  PDF File 151 Kl BMP (*bmp,".rle,dib)
B |E] How To Create A Digital Signature and Si...  3/23/2016 8:04 AM  PDF File 1,480 KI Compuserve GIF (*.gif)
= Libraries EMF [*.emf)
|| Signature.pdf 4/27/2016 3:50 PM PDF File 52Kl ;
@ Documents HTML (*.html,*.htm,*.shtml)
o Music E IPEG (*jpg."jpeg,"jpe"JPEG)
JPEG2000 (*.jpf, " jpx. " jp2,"j2k* j2c. " jpc)
[ Pictures Microsoft Office Excel (*.xls, *.xlsx,* xlsm,* xlsh)
B Videos Microsoft Office Powerpoint (*.ppt,*.ppty,* . pptm)
Microsoft Office Project (*.mpp)
2 Mark Alabanza Microsoft Office Visio (Fvsd)
18 Computer Microsoft Office Word (*.doc,*.if. *.docx,*.docm)
a Local Disk (C3) Microsoft Publisher (*.pub)

Multimedia (* flv,* fdv,*.mov,".mdv,* 3gp,* 392, “.mp3,*.swf, ".mpd)
& DVD RW Drive | PCX (*.pod)
a System Reserve PNG (*.png
B PL/EP> (".ps.”.pri
5 alab8317 (\\my Text (*.bet * text)

¥ csumbinfo (e TIFF (*.kiff, *.tif)
KPS (*xps)

+ | Acrobat PDE Files (*.pdf) |

Open |vl Cancel
— |

File name:

%

6. After selecting a graphic and the options you would like to display on your signature, click “OK” to save
the new signature.
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Digital Signatures in Adobe Acrobat X Pro

Sighing a document

1. Click on the signature field and the “Sign Document” dialogue box will open.
2. Select your digital ID from the “Sign As” Drop down menu and the type of appearance for your signature.

"‘pp““”c
Mark V.

.J/'

Alabanza+7, [/ /" Ml
2016.04.28 “r @
'00'07- 10:24:57

3. Click “Sign”.

4. Once you click “Sign”, Adobe will automatically prompt you to save your document. For your digital
signature to take effect, you MUST save the file. You can save the file under the original file name and
replace the unsigned version or choose a new file name to have both signed and unsigned versions of
the document.

5. Your document has now been electronically signed.

Mark V. Alabanza Mk L/mefﬁ
'00'07- 10:30:16 2016.04.28

Supervisor for Additional Employment Supervisor

Department Chair/Dean/Provost/MPP Supervisor
(Use Adobe Digital Signature and email to UP)

L
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Digital Signatures in Adobe Acrobat X Pro

Sending Your Digital ID

Once you have digitally signed your document, the receiver will need your digital ID to verify the signature.

Open Adobe Acrobat X Pro.

Click on the Tools menu in the upper left corner.

Click on “Sign & Certify”.

Click on “More Sign & Certify”.

Click on “Security Settings”. This will open a dialogue box title “Security Settings”.
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Digital Signatures in Adobe Acrobat X Pro

6. Inthe “Security Settings” dialogue box, highlight your digital ID and click on “Export” at the top of the box.

Digital IDs ?m j Usage Options = -__L? Certificate Details Refresh m Remove ID
Directory Servers .
) Mame Issuer Storage Mechanism
Time Stamp Servers

Adobe LiveCycle Rights Manag

Mark V. Alabanza <malabanza@cs... Mark V. Alabanza <malabanza@c... Windows Certificate Store

4 m

Mark V. Alabanza
CSUME
| Issued by: Mark V. Alabanza
CSUMB
Valid from: 2016/04/28 10:10:59 -07'00'
Valid to: 2021/04/28 10:10:59 -07'00'
Intended usage: Sign transaction, Encrypt document

7. Unless you have Adobe connected to your email, select “Save the Data to a File” and save the file in a
location you will be able to easily find.
8. Emalil the file as an attachment to the person who needs to verify your signature.
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Digital Signatures in Adobe Acrobat X Pro

Importing a Digital ID

If you have a document that has been digitally signed and you need to verify the signature, the person who signed
the document will need to send you their digital ID (see above instructions). Once you have received their digital
ID, you will need to import it.

1. Once you have downloaded the attachment from the email, locate the file and open it in Adobe Acrobat X.

G|l » tbmries » Docwmenss» - [4][ seorcn Dorumen

Organize » Burn New folder

¥
= Recent Places

Documents library

Includes: 2 locations

Bl Desktop »
3 Libraries __ Mame Date modified Type
@ Documents | Custom Office Templates 12/4/20151:11 PM File folder
o Music | 1 Fax 4/28/201610:56 AM  File folder
[E5| Pictures .. Fragments 5/17/201210:26 AM  File folder
B videos . Mark 4719/2016 4:03 PM  File folder
2 Mark Alabanza My Shapes 12/4/201510:20 AM  File folder
1% Computer . OneMote Notebooks 7/25/2012 9:42 AM File folder
£ Local Disk (C:) \. Programs 4/18/2016 %46 AM File folder
,._L—-? DVD RW Drive (D:)| = . Scanned Documents 5/17/2012 710 AM File folder
a System Reserved (| il 2/12/20141:34 PM File folder
5 alab8317 (\\rmydod @hangeMark‘u’_ﬁlaba@ 4/26/2016 1:53 PM  FDF File
5 csumbinfe (Vcsur
(&l QARSI ING-SM-RG

2. This will open the “Data Exchange File — Import Contact” dialogue box.
3. Select “Set Contact Trust”

Jata Exchange File - Im I ‘

You have opened an Acrobat FDF Data Exchange File containing the following data:
Contact Information
Sender
Mame: Mark V. Alabanza

Email Address:

Add Certificate to List of Trusted Identities

This file contains Contact information for the sender. Click Set Contact Trust to set
options on how to include this Contact in your list of trusted identities, Contact
information includes certificates that, once trusted, can be used to validate signatures
from and encrypt documents for the associated Contact.

GSE’E Contact Trust... ]
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Digital Signatures in Adobe Acrobat X Pro

4. Check the box next to “Use this certificate as a trusted root”

5. Click “OK”

Import Contact Settings

Certificate Details
Subjectt  Mark V. Alabanza < malabanza@csumb.edu>
Issuer:  Mark V. Alabanza <malabanza@csumb.edu>

Usage: Sign transaction, Encrypt document

Expiration: 3/9/2021 10:17:46 PM
Trust | Policy Restrictions

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
Sk k a trust anchor.

CRCmL=la=l =iy

Use this certificate as a trusted root

[\

It sig e ; trust this certificate for:

Signed documents or data

[7] Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged systemn operations (networking, printing, file
access, etc.)

o) o)

6. A dialogue box will come up to let you know that the import was successful.

University Personnel
05/03/16

Data Exchange File - Import Contact I -

You have opened an Acrobat FDF Data Exchange File containing the following data:

Ma Import details:

Email Addl ‘l Importing Contact 'Mark V. Alabanza' succeeded.

CE 8 panorten and aolded bty

Add Certifi
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informatiol
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Digital Signatures in Adobe Acrobat X Pro

7. Click “OK” to complete the import.

8. If completed correctly, when you open the document with the signature, the message at the top of the
signed document will state, “Signed and all signatures valid.” If you do not have this message, then you
have not validated one or more signatures on the form.

A CSUMEB Additional Emplo nt Pre-Approe pat Pr

File Edit View Window Help
Boe - BE OHE| BEPZPLDE
BRI

;‘g,— Signed and all signatures are valid. Please fill cut the following form. If you are a form author, ch

1B

' #1| CSUMB Additional Emg : Pre-Approval - Signed.
File Edit View Window Help

floster | B E SEEH| @D O
ol n @G| @ @ [==]]]| 5B

— .

At least one signature has problemns. Pease fill out the following form. If you are a form author, choo

[

o California ¢
) MONTI

Ilemiameribu Daeems
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